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Introduction Motivation

Motivation
Ethical

Open Science:
transparency, reproducibility, and reusability,
sharing data between institutions.

Principles: purpose and storage limitation, confidentiality, data
minimisation.

Legal
GDPR:

Terms: personal data, identifiable person, anonymous
data,
Recital 26 : applies to any information concerning an
identifiable person by reasonably likely means.

HIPAA:
Terms: sensitive data, de-identification, sanitization.

Project FUTURE [1]:
comparing self-reports to real-time metrics including texts.
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Introduction Privacy-Utility balance

Privacy-Utility balance (1/3)
Utility

Figure: Balance between utility and privacy 1

1Barth-Jones, Brussels Privacy Symposium [2]
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Introduction Privacy-Utility balance

Privacy-Utility balance (2/3)
Disclosure types

Figure: Types of attacks 2

2Fabian Praßer [3]
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Introduction Privacy-Utility balance

Privacy-Utility balance (3/3)
Re-identification types

Figure: Re-identification types 3

3Fabian Praßer [3]
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Introduction Related Work

Related Work

Other types of data:
Terms: Identifier, Quasi-identifier,
Models: k-anonymity[4], ε-differential privacy [5], and many
derivative models.

Text:
text-2-text:

Named Entity Recognition (NER), [6, 7, 8]
semantical relatedness (C-Sanitized[9] and derivative
models[10, 11]).

Noisy representation:
ε-differential noise [12, 13],
TensorFlow Privacy.

Measuring utility-privacy balance:
masking, generalizations [14, 15, 16],
side-by-side privacy evaluation [17].
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Building of the Corpus Target Domain

Target Domain: Social Messaging
Language Style:

informal, composed of short messages (avg. line length is 30 chars),

simple-structure sentences or fragments,

capital letters are used less or inirregular places,

typos are common,

words and phrases from different languages (mostly English and
Slovak),

nicknames, both related to a personal name and not.

Table: The importance of case, diacritics, and typos in CNEC for NER.

Solution Precision Recall F1

CNEC 71.36 68.25 69.44

CNEC lowercase, no diacritics 62.35 57.96 59.83

above + 1 character typo 60.02 54.0 54.38
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Building of the Corpus Old Annotation Schema

Old Annotation Schema
• Name: any name that contains a surname, or a first name belonging to
a surname in close proximity.

• ID: birth number, tax identification, bank account, credit card, ID card,
passport, driver’s license number, etc.

• Location: street name with house number, GPS coordinates, IP address.

• Contact Information: email, phone number, URL, etc.

Identifier + quasi-identifiers = Personal Data Entity (PDE)

Name: Ondřej , Surname: Sotolář
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Building of the Corpus Old Annotation Schema

Old Annotation Tool Detection Efficiency

Solution Precision Recall F1

NER 8.05 71.36 14.46

above + rules 8.78 86.5 15.94

above + PDE composition 29.92 78.7 43.36
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Building of the Corpus Old Annotation Schema

Old Annotation Tool Masking

Type Original value Replacing value (gazetteer)

Name Ondřeje Sotoláře Tomáše Klusáka

Address potkáme se v Praze potkáme se v Zádveřicích

Type Original value Replacing value (generalize)

Email xsotolar@fi.muni.cz dfadf6541@mail.cz

Car plate 1B2 9806 2D6 2398
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Building of the Corpus Old Annotation Schema

Old Annotation Tool Utility
Measure change on downstream tasks:

Named Entity Recognition

Solution Precision Recall F1

Original text 100 100 100

Suppression [14] 80.21 58.19 67.45

Type tags [15, 16] 94.29 68.4 79.28

Our solution 95.63 88.47 91.91

Classification: supervised classification task (label Risky Behavior)
-> No Difference:

three-layer feed-forward neural network with an embedding layer
on top,
Deep Open Classification model [18] with FastText embeddings
(web-crawl).
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Building of the Corpus Annotation Schema

Annotation schema (1/5)

Figure: Annotation Schema Overview
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Building of the Corpus Annotation Schema

Annotation schema (2/5)

Figure: Annotation Schema Detail (1/4)
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Building of the Corpus Annotation Schema

Annotation schema (3/5)

Figure: Annotation Schema Detail (2/4)
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Building of the Corpus Annotation Schema

Annotation schema (4/5)

Figure: Annotation Schema Detail (3/4)
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Building of the Corpus Annotation Schema

Annotation schema (5/5)

Figure: Annotation Schema Detail (4/4)
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Building of the Corpus Annotation Process

Annotation Process

1. Text authors labeled personal data with the old annotation
schema:
1.1 anonymize with the existing tool.

2. Create a batch of approx. 20K rows (avg. 30 chars per row):
2.1 pre-label entities: NameTag + rules,
2.2 each of the 2 annotators annotates it (takes 6-15h) in Brat [19].

3. Follow up with a fix-batch of non-matching entities:
3.1 Each annotator annotates it.

4. What next?
4.1 Reach perfect agreement, or:
4.2 Measure Cohen-Kappa and set good-enough threshold.
4.3 Boost minority classes by scoring and selecting documents.
4.4 Validate schema with a preliminary model.
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Building of the Corpus Annotation Process

Inter-Annotator Confusion Matrix (so far)
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Building of the Corpus Annotation Process

Inter-Annotator Agreement (so far)
key precision recall F1-measure support

pf 0.75 0.88 0.81 2927 (2494)
ps 0.77 0.65 0.70 655 (778)
P 0.67 0.86 0.75 144 (111)
pb 1.00 1.00 1.00 0 (0)
p_ 0.48 0.52 0.50 317 (289)
cnt 0.93 0.98 0.95 352 (334)
idf 0.67 0.50 0.57 3 (4)
loc 0.82 0.82 0.82 1627 (1622)
dis 0.14 0.17 0.15 7 (6)
i_ 0.65 0.28 0.39 261 (606)
mis 0.40 0.44 0.42 201 (183)
not 0.88 0.38 0.53 497 (1156)
unk 0.11 0.29 0.16 149 (59)
100 0.00 1.00 0.00 1082 (580)
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Building of the Corpus Future Work

Conclusion and Future Work
The current detection method deserves dramatic improvement. We are going to
achieve it by building a new corpus and training a new model.
Task 1: design new detection architecture:

1. ensemble of a neural model and rules,
2. prefer recall over precision -> keep rules [20, 21],
3. try rule generation, first name derivation,
4. compare with NameTag 2 (BERT + Flair embeddings), retrain + tune
parameters.

The replacement methods and their evaluation are solid, but can be improved
further.
Task 2: improve PDE tracking:

1. use co-reference resolution,
2. improve form retrieval,
3. adapt k-anonymity or another model for measuring privacy.
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