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Computational stylometry

Example: Dating services automated user content control
Has a user managed to select a correct gender?

Female author

LASKA  (rovE)

v
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Computational stylometry

Example: Dating services automated user content control
Has a user managed to select a correct gender?

Female author

LASKA  (LOVE)

(contains love = female & doesn't contain money = female) — 60%
FEMALE
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Computational stylometry

Example: Dating services automated user content control
Has a user managed to select a correct gender?

Female author

LASKA  (LOVE)

(contains love = female & doesn't contain money = female) — 60%
FEMALE

Female author
Hleddm blizkého Clov&ka pro spokojeny a harmonicky rodinny
Zivot...MoZna, Ze se objevis v téhle specifické virtudlni sfére..
(I am looking for a close person for a happy and harmonious family
life... Maybe you’ll show up in this particular virtual realm...)
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Computational stylometry

Example: Dating services automated user content control
Has a user managed to select a correct gender?

Female author

LASKA  (LOVE)

(contains love = female & doesn't contain money = female) — 60%
FEMALE

Female author

Hleddm blizkého Clov&ka pro spokojeny a harmonicky rodinny
zivot...MoZna, Ze se objevis v téhle specifické virtualni sfére..
(I am looking for a close person for a happy and harmonious family
life... Maybe you’ll show up in this particular virtual realm...)

(contains family = female & contains harmony = female & contains
virtual world = male) — 60% FEMALE
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Computational stylometry

Example: Dating services automated user content control

Has a user managed to select a correct gender?

Female author

LASKA  (LOVE)

(contains love = female & doesn't contain money = female) — 60%
FEMALE

Female author

Hledam blizkého &lovéka pro spokojeny a harmonicky rodinny

zivot...MoZna, Ze se objevis v téhle specifické virtualni sfére..
(I am looking for a close person for a happy and harmonious family
life... Maybe you’ll show up in this particular virtual realm...)

(contains family = female & contains harmony = female & contains
virtual world = male) — 60% FEMALE

Female author

Prectéte si profil a snad to napovi vic...
(Read the profile and hopefully it will tell you more...)
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Computational stylometry

Example: Dating services automated user content control

Has a user managed to select a correct gender?

_ Female author
LASKA (LOVE)

(contains love = female & doesn't contain money = female) — 60%
FEMALE

Female author

Hledam blizkého &lovéka pro spokojeny a harmonicky rodinny

zivot...MoZna, Ze se objevis v téhle specifické virtualni sfére..
(I am looking for a close person for a happy and harmonious family
life... Maybe you’ll show up in this particular virtual realm...)

(contains family = female & contains harmony = female & contains
virtual world = male) — 60% FEMALE

Female author
Prectéte si profil a snad to napovi vic...

(Read the profile and hopefully it will tell you more...)

(is short = male) - CANNOT DECIDE
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Computational stylometry
Definition
Computational stylometry develops techniques that allow us to find out

information about the authors of texts on the basis of an automatic
linguistic analysis of those texts.

Application

@ forensic analysis (plagiarism, disputed authorship of suicide notes,
blackmail letters etc.)

©

human resources profiling (describe and explain the causal relations
between psychological and sociological properties of authors on the
one hand, and their writing style on the other)

supportive authentication (biometrics, e.g. in e-learning)
propaganda detection (manipulative style recognition)

literary research (resolving disputed authorship)

© 000

basic research on the linguistic properties of text determining style
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History

Mendenhall, T. C. 1887.
The Characteristic Curves of Composition. Science Vol 9: 237-49.

@ The first algorithmic analysis
@ Calculating and comparing histograms of word lengths

@ Authorship verification of Shakespeare's plays

Oxford, Bacon
Derby, Marlowe
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Information about author

Stylometry techniques can reveal following information:
gender,

region of origin,

age,

personality (extraverted or introverted),

education level,

indication of the identity of the author:

» authorship attribution,

» machine generated text detection:
* spam detection,
* automatic translation detection,

©0 0000

@ etc.
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Stylometry techniques

Computional stylometry

@ transform text — vector of characteristics/features (based on
linguistic analysis)

@ learn weights of each feature from labelled documents

@ analyze features of new/unknown document to find its label
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Stylometry

Authorship recognition through stylometry

@ clean text (deduplication, boilerplate removal, remove markup tags)

doc_id JM002

Pravi se v ni , Ze status quo nem(iZze pokragovat .

V nejblizsi dobé je spide pravdépodobné , Ze Recko opusti eurozénu .

Odchod Recka bude divoky a zptisobi volatilitu , ale m&nova unie s mensim poétem &lendl preZije .

N =

g A W

veétsi vzajemnost , provazanost ( mutualization ) diuhtl , aby se zabranilo pfeshraniénim aprkdm
kapitalu . ... Hugo Dixon mé& na Reuters zajimavy pohled na krizi eurozény .
Podle né&j existuji dvé linie pfetahovani a spor , prvni je spor mezi Severem a Jihem .

)]
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Stylometry

Authorship recognition through stylometry
@ morphological analysis

je byt kb5eAaImIp3nS
spor spor kigInScl
mezi mezi k7c7

Severem sever k1gInSc7

a a k8xC

Jihem jih k1gInSc7
<g/>

0 kIx.

</s>

<s id="2">

Jde jit k5eAaImIp3nS
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Stylometry

Authorship recognition through stylometry

@ syntactic analysis

13
14
15
16
17
18
19
20
21
22

reformovat
svoje
ekonomiky

<CP>
<CLAUSE>
<CLAUSE>
<CLAUSE>
<SENTENCE>
<VP>

41
42
43
44
20
20
20
22
=il
21

el B Bbe Bl o lo e e llio lo}
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Stylometry

Authorship recognition through stylometry
@ extraction of the set of stylometric features

1 doc_id JIM002
A DYNRE n
2 Praw se v ni , Ze status quo nemuze pokracovat .
A w @)
31V nejbliz&i dobé je spise pravdépodobné ?e Recko 0pu5t| eurozonu .
M W P M A
4 Odchod Recka bude divoky a zpusobl volatilitu ale meénova unie s mensim poctem Elenl preZije .
l @
B A B @
5 Aby mohla fungovat , bude potfebovat silngjsi fiskalni unii , vétsi podporu bankovnimu systému a
8 B . - PE@® Cal
veétsi vzajemnost , provazanost ( mutualization ) dluh(i , aby se zabranilo preshraniénim Gprkdim
]
BIP [Foreign] (A’ [v] [Foreign)
kapitalu . Hugo Dlxon ma na Reuters zajimavy pohled na krizi eurozény .
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Stylometry

Authorship recognition through stylometry

Stylome — author writeprint (from author's documents)

Morph. tags

Author analysis:
@ Range: typical feature
values for that author

@ Consistency (deviation):
which features are most
important

© Corpus similarity: which
\ { il

Values of charactarestics

features are uncommon
in corpus

4
o

mmw

E]

= EE] '4:| gs "=

=% EEEEEEE R R
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Feature extraction process

Build training corpus
@ consists of texts similar to examined data
@ used to find the most common N-grams, stop words, ...

© bigger is better

Text normalization (same for training corpus and analysed data)
@ remove markup tags (HTML, XML) and decode encoded entites

@ remove automatic text headers, quotations (e-mails)

© replace URLs, images, keys, ... by custom tag
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Feature extraction process

Text preprocessing

© annotate document (tokenization, morphological and syntactic
analysis, entity and collocation detection, date and time recognition,

@ save documents as object consisting of original text (needed for
extending features and debuging) and all analyses outputs

Training: Feature extraction, normalization and selection

e Given F features, generate feature vector {f¢1, frp, ..., fsr} for each
document.

o Normalize each feature f; (linear function S¢ with target domain
<07 1> or <_17 1>)

o Feature selection F => F'.
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Feature extraction process

Analysis

o Use F’ features, generate feature vector for each document.
@ Scale each feature f; using function S¢

Process of document analysis
Pipeline consisting of:
© Text normalization function: raw text = clean text

@ Text annotation functions: clean text = support objects containing
morphological, syntactic and semantic information about text

© Feature extraction: support objects = feature vector

© Feature scaling (normalization): feature vector = scaled feature
vector
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Stylometric-technique categories

Categories

@ morphological
@ syntactic

@ lexical

Q other

Assumptions
Author has:
@ unique active vocabulary
@ favourite phrases and word n-grams

© a certain level of knowledge of grammar (mistakes)

@ personalized handling of typography
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Author’s characteristic features

Word/Sentence length statistics

@ Count and normalize frequencies of:

selected word lengths (eg. 1-15 characters)
word per sentence length
character per sentence length

@ Modification: word-length frequencies are influenced by adjacent
frequencies in histogram, e.g.:

1 2 3 1 2 3 1 2 3

1:30% 2:70% 3:0% 1:70% 2:30% 3:07% 1:0% 2:60% 3:40%
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Author’s characteristic features

Author gender
@ Detect sentences written in the first person
@ Extract author’s gender if possible

@ vcera jsem byla v Brné a vidéla

(I was in Brno yesterday and | saw)

Wordclass (bigrams) statistics
e Count and normalize frequencies of word classes/word class bigrams

o verb is followed by noun with the same frequency in selected five
texts of Karel Capek
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Author’s characteristic features

|| Family gender
[case] Plural
2 B e 1 |[Novakovi
Morphological tags statistics > Novikovjoh, Novikh
@ Count and normalize frequencies of selected 3 [Novaklim, Novakovym,
. Novakovum
morphological tags 7 [Novakovy
* q - 5 |Novakovi
o Karel Capek: family gender and archaic & Novakovych
words have the most consistent frequencies 7_INovakovymi

Word repetition

@ Analyse which words or wordclasses are frequently repeated through
the sentence

o Karel Capek: nouns, verbs and pronous are the most repetetive
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Author’s characteristic features — pntecticanalysis
Syntactic Analysis

@ Extract features using syntactic

analyzer
<SENTENCE>

<CLAUSE>
<VP> <C>
<V> <NP>
Verifikujeme <N> <PP>
autorstvi<PREP> <NP>

se <ADJ> <N=>

syntaktickou analyzou

(We verify authorship with syntactic analysis.)

L 2 C o ANAAAAAAAAAAAAAAAA AN

ot

v . =L
o Karel Capek: syntactic trees have "g'%%%%_g SoTRot? :Vvegg%w
o . 1 TC Y yva <
similar depth SESEs = _gf‘;-j;v Vivg YW W
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Author’s characteristic features

Other stylometric features
language independent:
@ typography (number of dots, spaces, emoticons, . ..)

@ errors

@ vocabulary richness
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Author’s characteristic features

Document comparison

global 0.0183 | R
Wordclass bigrams 0.0003
Wordclasses 0.04 l

Word repetition  0.1105 [l
Syntactic analysis  0.1358 [
soord oo NN |
Punctuation (ke
Chars per sentence 0.7667 [

Example: comparison between two different authors

]
|
Morph. tags 0.0735 [l |
|
|

£
E
s
]

Charaktenste features
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Similarity weights learning

Double-layer ML technique
binary: decide same vs different authorship

@ Extract document features for
each author characteristic

@ apply learnt weights

B stopword similarity
B word repetition

B sentence-length sim.

g vocabulary richness
E ‘word-length similarity

© Compare documents to 20409 .
obtain a similarity vector
© ML classifier predicts probability .
of the same authorship 0.65
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Implemented morphological stylometric features

Overview

o Distribution of word lengths
Naive word length distribution
Improved word length distribution
Word trigram length distributions
o Distribution of sentence length
Naive sentence length distribution
Improved sentence length distribution
Sentence-trigram length distributions
o Word repetition
Naive counting word repetition
Bag of words repetition
Wordclass repetition
Distance between repeated words
Sentence positions of repeated words

e Word class n-grams
o Morphological tags n-grams
Morphological tags n-grams

Relative freq. of simplified morphological tags

@ Presence of letter-casing in sentences

Presence of casing sequences
Presence of indexed casing sequences

Word suffixes
Stemmer based word suffixes
Parameter based word suffixes
Word richness
Dynamic stopwords
Punctuation
Punctuation rel. frequency
Punctuation position rel. freq.
Punctuation n-grams in a sentence
Dynamic Typography
Distribution of character sequences
Emoticons
Presence of emoticon n-grams
Emoticon categories n-grams
Character n-grams
Syntactic analysis
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Authorship recognition (Czech texts)

Balanced accuracy: Current (CS) — Desired (EN)
Verification:
g books @ books, essays: 95 % — 99 %
essays @ blogs, articles: 98 % (20 % uncertain)
= newspapers @ twitter (>50/author): 99 %
= || Plogs Attribution (for blogs):
letters @ up to 4 candidates: 80 % — 95 %
% e-mails @ up to 100 candidates: 40 % — 60 %
discussions Clustering:
= @ the evaluation metric depends on the
= Sms scenario (50-60 %)
Minister Prize for Security Research
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Propaganda detection

Propaganda detection

@ 8,000 articles from 4 propaganda news servers:
cz.sputniknews.com, parlamentnilisty.cz, ac24.cz and
svetkolemnas.info

@ annotation for 8 manipulative techniques: blaming, labelling,
argumentation, emotions, demonizing, relativizing, fear mongering,
and confabulation

o detection tool
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cz.sputniknews.com
parlamentnilisty.cz
ac24.cz
svetkolemnas.info

Propaganda detection

Propaganda anonym Simple search Hledat
Usedne na Prazském hradé Havel 2.0? Atributy s rozsahem  yjastay vie na NE#
cz.sputniknews.com (2! Misto B9 Ceska republika ~| %

Vina - %
Je Horagek tim antiZemanem, kterého tzv. prazska kavama usilovné hledd? Nemuze Nalepkovani B9 - *
zopakovat osud Jana ,Zelé" Fischeraf Argumentace B3 - %
Kaonec konc, vyrazil - po jeho stopach. Myvoldva vyrazné emoce, mobilizuje Obsazené emocs @ | rozhoiZeni I*
- - voliée protistrany, neumozni nikomu - umirnény postoj. Jenze Démonizace - *
situace . minulych voleb se - Relativizace - *

Strach - *
Z islamské -ie vyznamné téma, popularita EU déle klesla a ubyle vaoliéd, ktefi Fabulace B9 - *
budou ochotni tolerovat proislamské postoje vyménou za schopnost nosit drahy - Nazor - *
Kdyby se duel Zeman — Schwarzenberg opakoval dnes, nedostal by kniZe vice nez Zdroj - *
30%. Stejné dopadne Horacek. Ruske missing - %
Zatim se prezentuje spis jako Matéj Hollan 2.0. Odbomik €9 - *

Politik 1 &3 Zeman
Myslite, Ze v prondrodnim a antiuprchlickém tabofe se najde kandidat, ktery by Vyznéni1 neutraini <%
dustojné reprezentoval ve volbach nalady nemalé &asti ceské spolecnosti? Politik 2 B9 Schwarzenberg
Takovym kandidatem je zcela jisté Milos Zeman. Pfipominam, Ze b&hem nékolika let, Vyznéni 2 neutrainf MES
které uplynuly . 1é nestastné zalezitosti s korunovacnimi kienoty, se choval statnicky Politik 3 B Horacek

a neudélal nic, co by bylo moiné oznacit za nedustojné. Jisté, George Clooney nebo Vyznéni 3 neutralin - %




Current results

Propaganda detection

| label | MAX of test_f1_weighted
demonizing Total 95%
relativizing Total 92 %
fear mongering Total 91%
labelling Total 83%
emotions Total 85%
confabulation Total 80 %
blaming Total 74%
argumentation Total 71%
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Remarks on the stylometric analysis tasks

o If using linear models, discretize or divide features (e.g. feature avg.
world length convert into short, average and long words relative
frequency features)

@ Think if you analyse:

@ seen classes (for authorship attribution, we know all candidates, for
gender prediction, there is only fixed number of genres) or

@ unseen classes (unknown authors, age wasn't present in train data):
more difficult, requires tricks using features of the data domain

@ Think about your target audience:

@ just the result is important (automatic data classification)? Experiment
with feature combinations and all possible features.

@ Do people want to examine results and evidence (court experties)?
Features must be comprehensible (add explanations of tags, don't use
too complicated features). Be prepared to explain why a feature was
selected (linguistic background).
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Competitions and Evaluation

regular conferences and evaluation forums:

@ PAN — Plagiarism Analysis, Authorship Identification, and
Near-Duplicate Detection
https://pan.webis.de/events.html
topics: Authorship Verification, Fake News Detection, Style Change
Detection, Plagiarism Detection, ...

@ CLEF - Conference and Labs of the Evaluation Forum
https://www.clef-initiative.eu/
topics: Information Extraction, Humour Detection, Text
Simplification, Political Claims Verification, ...

@ FIRE — Forum for Information Retrieval Evaluation
http://fire.irsi.res.in
topics: Anaphora Resolution, Emotions and Threat Detection, Hate
Speech Identification, Text Summarization, ...
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